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Abstract

As new media continue to shape the digital information space, the occurrence of
disinformation, hate speech, and fake news is evolving rapidly. These issues arise
as a consequence of information overload and information disorder catalysed by
digital transformation. This phenomenon is recognised globally as a significant
challenge for public institutions, democracy, and public policy. In generally we address
disinformation with two approaches: hard and soft response activities and tools. Both
approaches are complementary to each other and together create a multi-response
approach to disinformation. This study aims to examine the viability of the hard
response approach alone. This approach typically serves as a reactive measure by
targeting the source or the creator of disinformation. We explored the dimensions of
hate speech, fake news and disinformation, highlighting the growing pressures that
necessitate a multi-response approach. A survey was conducted in 2023 to investigate
fake news and hate speech, with a particular focus on the perceived viability of response
activities and tools among local politicians and communal practitioners in Slovakia.
The primary result of this research lies in enhancing the ongoing discourse about the
multi-response approach, emphasising the significance of hard response activities and
tools, supported by both theoretical desk research and empirical evidence. A further
benefit of the study is that it confirmed the feasibility and success of the examined hard
responses. These differ for disinformation, as well as for fake news and hate speech.

Keywords: Disinformation, Hate speech, Fake news, Information disorder, Local
politicians, Response activities and tools, Slovakia

INTRODUCTION

The current digital society is shaping the transformation of the
information environment. While there are significant benefits, such as the
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immediate dissemination and access of information, it also gives rise to
problems like information overload and information disorder. These issues
manifest as false and harmful information, including disinformation, fake
news, hate speech, and various forms of inaccurate content (Farte, 2024;
Maati et al., 2024; Schirch, 2021). It is recognised globally as a significant
challenge for public institutions, democracy, and public policy (Denniss and
Lindberg, 2025; Morse and Pratt, 2025; Rucinska et al., 2025). According to
Flash Eurobarometer 522 Democracy data, exposure to disinformation and
fake news among respondents in the EU 27 is notable with 13% reporting
they are very often exposed, 22% often, and 33% sometimes, and contrarily,
only 16% declare they are rarely exposed, and only 7% report never being
affected (European Commission, 2023). In Slovakia specifically, 17% of
respondents consider their exposure to disinformation and fake news as
very frequent, while 22% consider it frequent, placing Slovakia ninth worst
among EU countries in this regard (European Commission, 2023). The
spread of disinformation, hate speech, and fake news indeed highlights the
need for developing complex response policies.

We categorise the approaches used to respond to disinformation, based
on our previous research (Rucinska, 2022), as targeted activities rather
than random actions. In this context, we differentiate between two types
of responses: soft approach and hard approach. Soft response activities
and tools involve preventive measures aimed at enhancing the skills of
recipients, thereby preparing them for potential disinformation threats.
In contrast, hard response activities and tools are reactive in nature. It is
usually manifested by blocking, limiting, legally regulating, sanctioning,
banning, or deleting.

As digital transformation increasingly shapes the information
environment, researchers are intensifying their studies of these topics,
uncovering important theoretical insights, while policymakers are
confronting the need to deal with the effects of information disorder on
public policy and democratic systems (Aimeur et al., 2023; Bennett and
Livingston, 2021; Tandoc, 2019; Wardle and Derakhshan, 2017). As a result,
response policies have become a crucial focus for governments worldwide.
The complex nature of disinformation, fake news, and hate speech
necessitates a multi-response approach to effectively confront and mitigate
their negative effects.

The study aims to answer the research question: What is the viability
of hard response activities and tools in responding to hate speech, fake
news and disinformation? Existing empirical evidence was used to outline
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dimensions of disinformation, hate speech, and fake news, highlighting the
growing pressures that have led to a need for a multi-response approach to
these issues. The theoretical section of this study focuses on the concepts
of information overload and information disorder, particularly in the
context of disinformation, fake news, and hate speech in the digital age.
[t emphasises the need for a multi-response approach, highlighting the
practical application of hard response strategies and tools. The findings
reveal the extent of disinformation, particularly concerning fake news and
hate speech, and evaluate the effectiveness of hard response strategies as
perceived by local politicians in Slovakia, based on a survey conducted in
2023. The discussion integrates contemporary knowledge and practices
with the survey results, demonstrating the varying effectiveness of hard
response activities and tools in combating disinformation, hate speech, and
fake news. The findings from this examination contribute to understanding
how such techniques can be effectively implemented in confronting these
prevailing challenges.

1 INACCURATE INFORMATION IN THE DIGITAL AGE

The expressions of hate speech, fake news, and disinformation are
numerous and complex. Following nearly a decade of intensive research
into these extents of information disorder, a significant number of studies
and analyses have been published (Broda, Stromback, 2024; Salaverria,
Cardoso, 2023; Jer6onimo et al.,, 2023). While there is an opportunity for
growth, universally accepted definitions of these terms are still developing
(French et al., 2024; Aimeur et al., 2023; Pérez-Escobar et al., 2023).
Exploring the interrelationships of these topics, such as their similarities
and differences, could significantly enhance our understanding and provide
a more comprehensive framework for discussion and response policies. For
this study, the term “disinformation” will be utilised as a comprehensive
concept, which reflects any type of information created and shared with the
intention to harm and with false content (Hameleers, 2023; Simion, 2023;
Rucinska et al.,, 2022). Theoretical analysis and empirical research will
primarily concentrate on hate speech and fake news.

Hate speech and fake news appear not to be new issues because similar
forms of human behaviour have been present in our civilisations from
ancient times (UN, 2025; Posetti & Matthews, 2018). In recent decades,
there has been a notable increase in interest in both scholarly analysis
and boosted attention from policymakers (Hoes et al., 2025; Liu, 2025;
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Prike and Ecker, 2023). This growing focus reflects a critical recognition of
the complexities surrounding issues such as hate speech, fake news, and
disinformation within the contemporary information overload (Pleios and
Tastsoglou, 2025; Senft and Greenfield, 2023).

1.1 Hate speech, fake news and disinformation

As new media continue to shape the digital information space, the
occurrence of disinformation, hate speech, and fake news is evolving rapidly.
In this regard, disinformation, hate speech, and fake news can be observed
in various forms.

Hate speech has been examined in academic circles since the last decade
of the 20th century (Paz, 2020; McConnell, 1992). Hate speech is the most
common form of destructive content on social media, and it can come in
the form of text, photographs, or video (Saleh et al., 2023; Palani et al.,,
2022). The most complex view of hate speech encompasses the following
characteristics: it provokes violence or hate, it attacks or diminishes, it
targets specific groups, and it can also be connected with humour (Fortuna
et al., 2018; Gagliardone et al., 2015). The most widely accepted idea in the
context of hate speech is that this form is essentially tied to an emotion of
hate (Marques, 2022). Hate speech must also be discussed in the context
of factors that influence different users’ perceptions, such as personal
characteristics, presentation form, and content-related characteristics
(Schmid et al., 2022). These characteristics only confirm that hate speech
shall not be perceived as a sort of expression that the right to freedom of
expression has to protect (Howard, 2019; Waldron, 2012). In this sense, hate
speech refers to any form of communication that threatens or offends with
aggression based on racial, ethnic, gender; religious, or other characteristics,
thereby questioning human dignity (Tontodimamma, 2021; Charitidis et al.,
2020; Geschke et al., 2019).

Hate speech is focused not only on traditional topics like religion or
human rights, but also aims to harm individuals or groups in the light of
new societal problems, such as gender questions, terrorism or emotions
(Tontodimamma et al., 2021). Put differently, hate speech refers to the use of
offensive language and wording, focused on a specific group of people with
the same characteristics (Andersonand Barnes, 2022; Castafio-Pulgarinetal.,
2021). Hate speech attacks the group’s identity and belongings of members
in a group and also belonging to society (Kovacs et al., 2021; Gibert et al,
2018). As a consequence, hate speech is often increasingly concerned with

Slovak Journal of Political Sciences, Volume 25, No. 1, 2025 93



racism (Matamoros-Fernandez and Farkas, 2021; Lamerichs et al, 2018).
Language used in hate speech can be perceived as unethical, particularly
due to its destructive content and consequences (Gorenc, 2022; Hietanen &
Eddebo, 2022).

The most common negative impacts of hate speech include prejudice,
violence, or, in the worst case scenario, even genocide (Gandhi et al., 2024;
Vasist et al., 2024). Hate speech affects communities and public discourse
(Hangartner et al., 2021). Hate speech establishes, confirms and also
underlines social hierarchies based on inequality and domination (Paz,
2020).

Fake news, similar to hate speech, often utilises multimedia information
or contentto mislead readers, thereby spreading and expandingitsinfluence,
as well as causing severe social panic (Comito et al., 2023; Xue et al., 2021).
There is a universal acceptance that fake news influences our societies and
the decisions of individuals, particularly following the 2016 US presidential
election, Brexit, or the COVID-19 pandemic (Mihalik et al., 2022; Brashier
et al., 2021; Xue et al,, 2021). These events can be perceived as a catalyst
for governments worldwide to pay attention to policy initiatives (Cipers
et al., 2023). Digital transformation and technology can be perceived as an
accelerator of fake news (Grimes & Gorski, 2025; Pherson et al., 2021).

The gradual questioning of the truth or falsity of information, along with
its ever-increasing volume, contributed to the deliberate spread of fake news.
Fake news can be defined as false, inaccurate or misleading information
created, published and disseminated for intentionally or unintentionally
causing damage in society, or for gaining some advantage (Tandoc and Seet,
2024; Bader and Bender, 2022). Fake news may refer to the manipulation
of information that can be carried out through the production of false
information or the distortion of accurate information (Amri et al., 2023).
Fake news attempts to distort the truth with diverse linguistic styles while
simultaneously parodying trustworthy news (Shu, 2022). Fake news can
also be considered a new form of information poverty, where individuals
fail to seek truthful information (Cooke, 2021).

Fake news must also be discussed in the context of factors that influence
different users’ perceptions, dissemination processes, spreading channel
features, outcomes, fabricated legitimacy, and attitudes (Di Domenico et al.,
2021). Together with emotionally evocative content, other psychological
factors, personality, literacy, cognitive factors, and a combination of internal
and external sociological factors can influence the tendency to believe fake
news (Beauvais, 2022).
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Fake news stands in contrast to real news and information published
for a long time by verified sources, whose socially beneficial task was to
separate fact from falsehood (Gradon et al.,, 2021; Tandoc et al., 2021).
Fake news naturally provides supplemental stories to a large number of
stories included in mainstream media discussions (Galletta Horner et al.,
2023). A similar phenomenon, evident in the last few years, is deepfake.
Deepfakes, created using deep learning techniques, are artificially generated
audio-visual interpretations that can be used, for example, to damage an
individual’s reputation, disseminate disinformation or hate speech, or
simply spread chaos in society (Salman et al., 2023).

A key characteristic of fake news is its tendency to be emotionally
evocative to the general public or a specific group of individuals (Pennycook
and Rand, 2021). Fake news can determine how governments, organisations,
and people respond to everyday events in society (Olan et al., 2024). The
ability of fake news to influence public policy discourse and politics is
increasing in our democracies (Lewandowsky & Van Der Linden, 2021). In
this regard, fake news can pollute the public sphere, damage democracy,
and compromise democratic processes and public welfare (D’Andrea
et al., 2025; Adjin-Tettey, 2022). Fake news is shared to make a profit or
influence the behaviour of individuals or groups in our society (Bastick,
2021; Szczepanski et al., 2021). In the digital age, fake news and hate speech
are disseminated at a rapid pace in an almost unrestricted environment (Di
Domenico et al., 2021; Mathew et al., 2020).

Disinformation is a concept that refers to false, inaccurate or misleading
information created, presented and disseminated intentionally to cause
harm in the public space, or to gain profit (Kapantai et al., 2020; Colomina
et al,, 2021). Disinformation is problematic since its goal is not to provide
valuable information to the receiver, because it inherently creates ignorance.
Therefore,inthissense, wecanwonderwhetherdisinformationisinformation
in the true meaning of the word at all (Simion, 2023). Disinformation is the
intentional dissemination of falsehoods or distortions, often spread as news,
to achieve goals such as discrediting opponents, disrupting policy debates,
influencing voters, inflaming existing social conflicts, or creating a general
backdrop of confusion and informational paralysis (Bennett and Livingston,
2021; Marwick and Lewis, 2017).

Disinformation, as well as hate speech and fake news, have evolved into
the unwanted but stable part of our digital society. Based on the current state
of knowledge mentioned, it is worth noting that disinformation affects our
society, democracies, governments, businesses, and individuals differently.
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These differences reflect the life cycle of disinformation, which consists of
creation, dissemination, impact, and response to disinformation (Rucinska
etal., 2025).

Tounderstand the essence ofthe examined phenomena, we have primarily
focused on the phase related to creation, or just before it. Therefore, in the
next section, we will mainly focus on responding to disinformation. The
study focuses on the reaction to disinformation because, in contemporary
democracies, there is a growing demand for solutions aimed at creating
complex response policies.

1.2 Responding to disinformation

The complexity of disinformation, hate speech, and fake news leads to
the assumption that a comprehensive solution is necessary and there is
no one, or no simple and easy solution. It is necessary to establish clarity
regarding the terminology associated with reactions and solutions to
disinformation, hate speech, and fake news. Various authors use differing
terminologies, which results in a lack of consensus regarding the most
accurate or appropriate term to use. One prevalent term is “tackling,
which represents efforts to deal with the mentioned issues (Sadaba
and Salaverria, 2023; Nenadi¢, 2019). At the same time, “combating” is
primarily associated with strategies aimed at reducing or preventing the
dissemination of harmful content (Rgd et al., 2025; Chen, 2024). The term
“countering” is predominantly utilised in contexts that involve specific
actions taken against some instances of disinformation, hate speech, or
fake news (McBride et al., 2023; Gradon et al., 2021). Considering these
distinctions, the term “response” can be regarded as a more comprehensive
concept. It signifies a targeted, systematic, and sophisticated response and
solutions that encompass a variety of activities and tools utilised to address
and mitigate the challenges caused by disinformation, hate speech, and fake
news (Tandoc & Seet, 2024; Rucinska et al., 2022; Vafeiadis et al., 2022).
The complexity of the problem necessitates multi-response activities and
tools (Cho et al., 2024; Gradon et al., 2021; de Cock Buning, 2018; European
Union, 2018).

The multi-response approach is examined from various angles, depending
on whether the focus is on policy areas, the scope of responses, or the types
of responses. In contemporary democracies, responses shall integrate a
wide range of policy fields related to civil security in both the public and
private spheres, including legal and regulatory, educational, political and
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governance, psychological and social psychological, and technological
domains (Rgd et al, 2025). Responding can be applied from different
perspectives and approaches, such as the planning approach, truth theory,
systems thinking, and military approach (Dowse & Bachmann, 2022). As
part of a multi-response approach, interactions among government actions,
private sector involvement, and citizen engagement are necessary (D’Andrea
etal., 2025).

Multi-response approach by governments is growing, focusing mainly
on fact-checking and monitoring responses, investigative responses,
countercampaigns, election-specific responses, curational responses,
technical and algorithmic responses, demonetising and economic responses,
ethical and normative responses, educational responses, empowerment
responses and COVID-19-specific responses (Cipers et al., 2023; Bontcheva
etal., 2020). Response strategies are imposed by the government or created
by the private sector, and both initiatives may include content-focused
solutions or user-focused solutions (Pherson et al., 2021).

As shown in Table 1, the Disinformation response activities and
tools reveal two main types of response activities. We have specified a
classification of approaches used to effectively respond to disinformation,
emphasizing that these actions are intentional and strategically formulated
rather than occurring randomly (Rucinska et al, 2022). This crucial
classification highlights the need for a structured framework that guides the
implementation of responses to disinformation. By differentiating responses
based on their nature and objectives, we can better understand how to
respond disinformation effectively in various contexts and meanings. This
targeted approach allows for more tailored interventions that align with the
specific types of the disinformation encountered.
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Table 1: Disinformation response activities and tools

SOFT
Open data Open government Citical thinking
Soft skills for the digital Ethical codex for social Digital ethical code
age networks - _
Opinion plurality Influence of public authorities Policies of tech.nologlcal
companies
HARD
Regulation National legislation acts EU binding norms
Sanctions Technical regulation Deleting posts
Banning accounts Demonetising accounts Web search restrictions

Source: Ruéinskad et al, 2022

The table summarises hard and soft responses to disinformation, which
we perceive as a typology rather than a specific, exhaustive list of all possible
response activities and tools. We see hard activities and tools as reactive
solutions to disinformation, primarily aimed at limiting, prohibiting and
blocking. Soft activities and tools can also be preventive, aiming to upskill
recipients and prepare them for potential disinformation targeting. Hard
solutions can, on the contrary, be seen as reactive measures, which primarily
target the source of disinformation or the creator of a particular piece of
disinformation. Consequently, we view the highlighted response activities
as complementary to one another. By utilising a variety of strategies, such
as public awareness campaigns, fact-checking efforts, and initiatives aimed
at improving media literacy, alongside website blocking, social media filters,
and identifying creators, democracies can more effectively respond to
disinformation. Each strategy targets different aspects of the issue, thereby
enhancing overall ability to manage and mitigate the impact of information
disorder in our society.

Key hard response tools and activities are primarily understood as
legal norms, legislation, and regulations established at the national level.
While legal frameworks at the national level are essential, it is important
to recognise that such laws may, in certain instances, restrict freedom of
expression and democratic principles. Therefore, the implementation of
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these regulations and sanctions must be approached carefully (Nagasako,
2020; Claussen, 2018). National legal issues and challenges regarding
normative responses to disinformation, hate speech, and fake news should
be considered within the framework of international law. Regulations
often target both local and foreign groups, making it more challenging to
respond effectively. Therefore, governments need to find a balance between
addressing disinformation and respecting international standards (Vese,
2021; Tenove, 2020). In this regard, the responsibilities of states from the
perspective of international human rights law lie in taking necessary and
appropriate measures that, at the same time, protect freedom of expression
and prevent the spread of disinformation, hate news, and fake news
(Balcerzak, Kapelanska-Pregowska, 2023).

This legislative framework is notably shaped by the directives and
tendencies articulated by the European Union. The formulation and
implementation of standard European response policies is gradually
becoming, along with traditional economic and political goals, an essential
part of strategies within the European Union (Guedes et al., 2025; Bayer,
2024). However, member states of the European Union continue to adopt
varying regulations and platforms, demonstrating that they reflect the
general legal framework established by the European Union (Caruso, 2024;
Cavaliere, 2022).

Hard response activities and tools derive from this legal basis and
may encompass a range of technological regulations or sanctions. These
interventions are often aimed at mapping and regulating the functioning
of social networks (Tan, 2022; Nagasako, 2020) and websites (Sokol,
Bachniakova Rézenfeldova, 2025; Ververis et al., 2024 ), potentially involving
measures such as demonetisation of content, removal of posts, website
blocking or restrictions on internet searches. Public service media are
regulated from a normative perspective through media policy intervention
(Horowitz et al., 2022). The establishment of special governmental bodies
and special working groups can also be perceived as part of countermeasures
policies (Hanzelka & Pavlikova, 2021).

2 METHODOLOGY
A comprehensive European research project, endorsed by the Congress
of Local and Regional Authorities of the Council of Europe, brought

together a diverse group of European academic institutions to investigate
the significant impact of hate speech, dis- and misinformation on local and

Slovak Journal of Political Sciences, Volume 25, No. 1, 2025 99



regional governance structures. This initiative launched with the distribution
of a detailed questionnaire to congress delegates, aiming to capture a wide
array of insights. The project explored the trends and harm of fake news
and hate speech, and also the way they affect the local political decisions
(Chlapak, 2021). The results were evaluated as important to ensure a
meaningful and democratic political life to serve the needs of all citizens,
by the Congress of Local and Regional Authorities (Kiefer, 2022). To further
deepen the research, the team conducted in-depth surveys of politicians
and local administrators across Germany, Austria, Italy, Romania, Moldova,
Hungary, and Slovakia, seeking to understand their perspectives and first-
hand experiences in addressing the challenges posed by the disinformation,
fake news and hate speech. The surveys were carried out during the second
and third quarters of 2023. Partial results from surveys conducted in seven
EU countries were published by colleagues from the Eurac Research Institute
for Public Management in Italy (Maffei and Moscon, 2024). In a pilot study,
the results were also published for German local and regional politicians
and administrative leaders (Bagnato et al., 2024). The empirical research
presented in this article is a partial result of the abovementioned initiative
undertaken by a consortium of European research institutions. At the same
time, we are building on and continuing our research, which conceptually and
schematically describes the life cycle of disinformation and the necessity for
a multi-response approach at all its stages and classification system for soft
and hard response activities (Rucinska et al., 2025; Rucinska et al., 2022).

The study aims to answer the research question: What is the viability
of hard response activities and tools in responding to disinformation, hate
speech and fake news among local politicians and communal practitioners in
Slovakia? The findings from this investigation contribute to understanding
how such methods can be effectively implemented in confronting
Information disorder.

The survey design has been developed primarily to analyse the extent
and responses related to hate speech and fake news, particularly in
their associations with disinformation. This effort is grounded in the
collaborative expertise of collaborating European academic institutions and
previous collective research. The survey questions permitted respondents
to indicate their preferences using a three-point scale (hardly ever, at times,
frequently). Additionally, the respondents had the opportunity to express
their agreement or disagreement with various statements through a
different set of questions.
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The research sample was intentionally chosen to focus on municipalities
and cities located in the KoSice and PreSov regions of Slovakia, reflecting
the fragmentation of local self-government in these areas. A total of 1,103
municipalities and cities were invited to participate in the survey, which
was distributed through the Evasys survey and examination software. The
survey generated a response rate of 12.06%, as detailed in Table 2. Data
were collected between July 2023 and October 2023, with two reminder
notifications sent during this period.
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Table 2: Municipalities and cities outline

Respondent position

local politician 3
mayor 59
member of the administration 69
Not stated 2

Cities and municipalities’ size categories
0-200 7
201 -500 25
500-1000 30
1001 -2000 30
2001 -5000 12
5001 -20 000 9
20001 -50000 11
50 000 - 500 000 0
Not stated 9

Age category

under 30 years of age 1
between 30 and 50 years of age 71
over 50 years of age 60
Not stated 1

Source: authors
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3 RESULTS

Focusingonthe occurrencerate of fake newsand hate speech, respondents
were asked if they had experienced hate speech or fake news. Only 9.52%
of respondents in the case of hate speech and 17.46% of respondents in
the case of fake news often experienced the examined terms in person. The
respondents identified that they most often encounter fake news personally.
On the other hand, according to the respondents (11.02%), the term’ hate
speech’ is most often encountered by employees of administrative city
offices. Respondents state that, regardless of the target, they experience
fake news more often than hate speech.

Considering fake news and hate speech, the least frequently targeted
entity perceived by respondents is the organisation of the municipality or
city as a whole. Respondents perceive that the target of fake news and hate
speech is themselves rather than other members of the council or other
members of the administration of the office in the city or municipality. In
this context, the results indicate that both fake news and hate speech are
primarily perceived concerning the respondents themselves (Graph 1).

Graph 1: Perceived occurrence of fake news and hate speech
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Source: authors

The extent of hate speech faced by respondents differs. Respondents were
hardly ever confronted with hate speech associated with physical violence
against the respondent’s family (85 respondents) or physical violence
against the respondent’s person (83 respondents). Respondents least often
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described the extent of hate speech as rare in the case of slander in real
life, personal insults in real life, personal insults in the media and slander
in the media. Subsequently, the extent of hate speech was perceived by
respondents as frequent in the case of slander in real life (42 respondents),
personal insults in real life (15), slander in the media (13) and personal
insults in the media (7).

While respondents identified the issue of hate speech in the shown
contexts, they encountered fake news hardly ever and at times more
frequently. Respondents encountered fake news hardly ever in connection
with influencing the decision-making process in a municipality or city
(56 respondents) and as part of hate speech (58 respondents). On the
other hand, respondents most often identified fake news in the context of
influencing municipal elections, specifically in 22% of responses, and also
in the context of controlling the decision-making process in a municipality
or city, as noted in 14 responses.

Respondents were also asked which measures they would consider a
technically and legally viable option against fake news and hate speech, with
a total of 9 options to choose from (Graph 2).

Graph 1: Legal and technical viability of selected hard response activities and
tools
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More than two-thirds of respondents agree that the measures are
technically and legally viable. Respondents expressed the least agreement
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with the viability of the measure blocking a website in another country
(65.42%) and the measure identifying posters of offensive content in
another country (71.25%). In other words, these measures are considered
difficult in terms of their successful implementation. The measures that are
technically and legally most feasible from the respondents’ point of view are
identifying posters of offensive content in their own country, with 89.66% of
respondents agreeing with this tool. Respondents also consider uploading
filters to social media platforms and identifying and blocking IP addresses
of offensive posts in their own country to be feasible, as only slightly more
than 10% of respondents perceive these as difficulties. Measures that can
be considered moderately difficult to implement, based on the respondents’
answers, include the obligation to use a clear name in social media (101
respondents) and blocking email addresses (99 respondents). Based on the
respondents’ answers, it can be said that they perceive measures in their
own country as technically and legally more viable. Respondents consider
measures that should be implemented in a country other than their home
country to be more challenging to implement.

4 DISCUSSION

The results suggest that both fake news and hate speech are primarily
perceived by the respondents themselves, rather than by an institution.
In this regard, research confirms the trend that disinformation is mainly
targeted at individuals rather than organisations, cities or governments
(Brashier, 2024; CISA, 2022; Woolley, 2022).

Respondents state also, regardless of the target, they experience fake
news more often than hate speech. The extent of perceived hate speech and
fake news also reflects some key trends. Within the context of hate speech,
the most common contexts are slander and personal insults, both in real
life and in the media. Fake news was identified by respondents primarily in
connection with influencing the results of the electoral process. This part of
democratic processes is most often associated with the targeted provision
of false information.

Respondents from our research were hardly ever confronted with
physical violence against the respondent’s family or physical violence
against the respondent’s person. This result is slightly different from cases
in other states, where physical violence is also being discussed before
electoral campaigns. Cases when politicians were attacked while they
were performing political agitation and political campaign in Germany
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(Tagesschau, 2025; Neubert, 2024; Stroud, 2024), in Slovakia (Mihalkova,
2023), in Czechia (Karban, 2021) or Great Britain (BBC, 2016). Violence
is also linked to the activities of politicians during their terms of office in
Denmark (Henley, 2024) and France (Gijs, 2022).

In our theoretical research, we focused on three areas based on desk
research: hate speech, fake news and disinformation. Subsequently, our
empirical research focused on hate speech and fake news. Based on
theoretical discourse and empirical results, we present general findings on
the applicability of robust responses to disinformation, hate speech and fake
news. In various forms and to varying extents, disinformation and related
terms are being increasingly perceived as an unwanted aspect of political
life (Nai et al., 2025; Berntzen et al., 2024). Given the extent and negative
impact of disinformation confirmed by theory and empirical research,
it is necessary to discuss the need for a response. Disinformation theory
emphasises the importance of a multi-faceted response approach. From a
legal implementation and technical readiness perspective, the research
confirmed the importance of measures taken within social networks
to identify individuals sharing offensive content, as well as blocking IP
addresses. Research confirmed the need for a multi-response approach,
especially in the context of a single trajectory. Empirical results confirmed
that respondents perceive hard response activities and tools as viable.
Respondents agreed that specific hard tools and activities are technically
and legally feasible in practice.

In response to the tools, respondents identified activities and tools
that should be implemented abroad as more challenging to implement.
Respondents, knowing the legal environment, are aware of the limits of
cross-border interventions in website providers, and rationally perceive
these tools and activities as difficult. Despite intensive research and
discussions, there is no unified framework to manage response policies
concerning disinformation. Although theoretical discourse advocates for a
multi-response approach, implementing such a strategy necessitates careful
formulation by governmental entities and accountable public institutions
to ensure its effectiveness. A practical framework aimed at strengthening
societal resilience against disinformation should thoroughly address
multiple dimensions, including legal and regulatory measures, educational
initiatives, political and governance structures, psychological factors and
technological components (Rgd et al., 2025). A multi-response framework
must focus on effective prevention, resilience building, observation,
disclosure, evaluation, and impact management (Sommarberg et al., 2024).
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International experiences, especially from globally engaged organisations,
provide a robust foundation for understanding the multi-response approach
to combat disinformation effectively. In the European Union context, the
Code of Conduct on Disinformation was integrated into the framework of
the Digital Service Act (European Union, 2025a). The Code of Conduct on
Disinformation consolidates the content of the multi-response policies into
six key areas: demonetisation, transparent political advertising, reducing
manipulative behaviour, user empowerment, fact-checking coverage
throughout the EU, and data access for research (European Union, 2025b).
Considering the worldwide context, states should protect, respect and
promote freedom of expression and ensure access to information, avoid
regulating based on vague definitions, refrain from internet shutdowns,
provide accurate information sharing, hold public officials accountable,
and involve civil society in the design of response policies (United Nations,
2022).Under the OECD initiatives, a framework for response policies should
include communication strategies, plans, and coordination mechanisms,
as well as identifying and debunking disinformation, regulatory and legal
measures, and civic and media initiatives (Matasick et al., 2020).

Based on our research, the order of feasibility and success of individual
hard responses differs in general for disinformation, as well as for fake
news and hate speech. In examining the effectiveness of hard responses
to disinformation, hate speech and fake news, it is evident that there are
no fundamental differences among certain types. For instance, blocking
email addresses is widely considered by both respondents and theoretical
frameworks as very challenging to execute, often delivering minimal impact.
This difficulty is also reflected in the context ofimplementing hard responses,
such as working groups, the significance of national legislation and the
requirement to use a clear name in social media interactions. Resulting from
the literature review and empirical research, we have identified the viability
of hard responses (Table 3).
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Table 3: Viability of hard responses and activities

Disinformation Hate speech Fake news
},1 Blocking email Blocking email Blocking email 1
glg addresses addresses addresses o
h . Blocking of a . w
Working groups website Working groups
Obligation to use a Obligation to use a
clear name on social Working groups clear name on social
media media
Obligation to use a
National legislation [Wclear name on social [§ National legislation
media
I[dentifying and e
blocking IP National legislation Identlfylpg posters
of offensive content A%
addresses ;
\Y o o
: Filters on social Identlfy_mg and Identlfy_mg and a
media platforms blocking IP blocking IP b
E p addresses addresses i
i Blocking of a Filters on social Filters on social 1
1 website media platforms media platforms i
t
o o y
y Identlfylpg posters Ident1fy1.ng posters Blocking of a website
of offensive content | of offensive content

Source: authors

Responses considered to have a higher degree of viability, such as filters
on social media platforms and identifying and blocking IP addresses, are
assessed to be generally similar in their level of effectiveness. Considering the
complexity of the information environment in the digital age, implementing
these measures often struggles to achieve the desired outcomes.

Our research indicates that the viability of blocking websites as a
hard response tool varies significantly depending on the context. When it
comes to hate speech, this approach is often considered ineffective due to
the immediate and dynamic nature of such content. In contrast, blocking
websites proves to be a much more effective response to fake news. Since
these websites serve as the primary platforms for disseminating misleading
information, their removal can significantly decrease the spread of false
narratives and disinformation.
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The process of identifying posters of offensive content, while having a
high applicability in addressing both hate speech and disinformation, raises
a key challenge when responding to fake news. In the case of fake news,
linking the spread of fake news back to its original creators is particularly
complex. This difficulty arises from the often anonymous or pseudonymous
environments in which fake news increases.

CONCLUSION

A systematic approach to disinformation knowledge, supported and
verified by empirical data in this study, contributes to the scientific and
policy discourse. The study supports the current discussion on the multi-
response approach, highlighting the importance of hard response activities
and tools based on theoretical desk research and empirical research. The
survey revealed that respondents perceive mainly hard response activities
and tools as technically and legally viable. Respondents are also aware of
the limits associated with the need to implement response activities and
tools outside the borders of their home country. In this regard, the response
policies of the European Union shall be perceived as necessary. We have
discussed our research within the current trends related to disinformation,
hate speech, and fake news in European countries. We underlined hard
responses and tools as being a feasible part of the comprehensive strategies
that effectively address disinformation challenges.

The research does show certain limitations, primarily concerning the
empirical findings, which are based solely on the conditions of a single
country with a relatively limited sample size. The evolving topic of hard
responses to disinformation also poses a limitation to this research. As
legislative frameworks shift and the sophistication of response tools and
policies progresses, the effectiveness and challenges associated with these
responses can change dramatically over time. Nevertheless, it is essential to
interpret these limitations considering the broader context in which these
results will be presented in the future, precisely as part of a comprehensive
initiative undertaken by European academic institutions from seven
European countries. Although the findings may reflect a degree of partiality,
they nonetheless contribute meaningfully to the overall understanding of
the issues being examined and offer valuable insights when contextualised
within the larger research framework.

When considering future research trajectories, the study confirms present
perspectives and introduces new questions within the disinformation.
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Further examination into the perception of examined concepts across
various demographic groups, particularly among young individuals, senior
citizens, policymakers, and public servants, remains a crucial need. It is
essential for research efforts to focus on developing practical response
activities and tools that will function as complementary components within
amulti-response approach to addressing disinformation. Such initiatives are
essential for navigating the complexities of the contemporary information
overload and information disorder.

To foster informed decision-making, individuals should actively cultivate
an awareness of misleading and potentially harmful content. Individuals
should critically evaluate the authenticity of information, especially in the
face of information overload, to enhance their understanding and make
more informed choices. Fundamental prerequisites include the knowledge
and literacy required to identify various forms of disinformation and the
sophistication of responses to it.
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